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Copyright:
Copyright © 2016 ServersCheck BVBA
All rights reserved.

Reproduction without permission is prohibited.

Software:
The software described in this manual is furnished under a license agreement and may be

used only in accordance with the terms of that agreement.

Trademarks:
ServersCheck is a trademark of ServersCheck.
All other trademarks or registered marks in this manual belong to their respective

manufacturers.

Disclaimer:
Information in this document is subject to change without notice and does not represent

a commitment on the part of ServersCheck.

ServersCheck provides this document “as is,” without warranty of any kind, either
expressed or implied, including, but not limited to, its particular purpose. ServersCheck
reserves the right to make improvements and/or changes to this manual, or to the

products and/or the programs described in this manual, at any time.

ServersCheck has made this document to the best of its abilities. However ServersCheck
assumes no responsibility for its use, or for any infringements on the rights of third

parties that may result from its use.
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Document Overview

This document outlines the integration with the ServersCheck PoE & SNMP sensors
with the Solarwinds NPM monitoring software. This document assumes that a sensor
was configured on the network as per user manual instructions.

The manual can be downloaded from www.serverscheck.com/sensors/manual.asp.
This document also assumes that Solarwinds has been installed on a system and the
user is knowledgeable with the SNMP technology. For more information on

Solarwinds, please visit http://www.solarwinds.com/network-performance-monitor

For this guide our gateway’s SNMP settings is as shown below

SNMP Settings
SNMP Agent

Enable SNMP Agent
Port: 161 Version: |SNMPv2 »

SNMP vZ Community

Read Community: public

Write Community: |private

SNMP v3 USM

Username: Serverscheck
Auth Key: Protocol: MDe r
I-E"HEEL_%EF{"‘S\:: Protocol: AES v
priv12345

CHMP Tran
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Guide on how to add a ServersCheck device to a Solarwinds NPM Software.

Adding the SensorGateway

1. Open the Solarwinds NPM software. If the Discovery Wizard does not start
automatically after configuration, click Settings - Network Discovery.

Click Add New Discovery, and then click Start.

or on the Network Panel, add the IP address you want to search

Network Sonar Wizard

MNetwork Selection

maximum of 512 devices at a time.
IP RANGES

SUBNETS

IP ADDRESSES ()

ACTIVE DIRECTORY (1)

I scents o VIRTUALIZATION > SNMP > WINDOWS > MONITORING SETTINGS > DISC

How do you want to add devices to Orion menitor? You can use one or more of the options be

+ Add Range
(+) Add ~

Write one IP address or hostname per line:

192.168.9.29

VALIDATE

(+) Add Active Directory Domain Controller to query...
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2. On the SNMP Panel:

Put inthe SNMP credentials, it could be SNMP v1, SNMP v2c or SNMP V3.
If you uses the community string other that public or private, click Add
Credentials and provide the required information.

Add New Credential

SNMP Version:
SMMP v3 T

SMMP v3 Credential

Choose Credential:
=Mew credential= r

User Name:

Context:
Authentication Method: MNone v Password [ Key: x
Privacy f Encryption Method: MNone T Password [ Key: x

m I: #r\ I: E_

3. Go to Discovery Scheduling, provide the frequency and run the discovery
immediately for you to search for the device.

Network Sonar Wizard

MNETWORK »AGENTS  VIRTUALIZATION > SNMP WINDOWS : MONITORING SETTINGS  DISCOVERY SETTINGS DISCOVERY SCHEDULING

Discovery Scheduling

Configure a schedule for your discovery

¥ wely

Frequency: Once v

. . 2 Yes, run this discovery now
Execute immediately:
o, don't run now

BACk DHSCOVER
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4. Once finished discovering, you could now select the Device Types to Import

Network Sonar Results Wizard

Device Types to Import
Select the device types to monitor.

Count Device Type

1 Serverscheck Gateway

5. When the import completes, click Finish

6. Clickthe My Dashboards - summary to explore the device

Orion Summary Home

All Nodes

Serverscheck Gateway

Updating the MIB file on the Solarwinds Database

Solarwinds has already preloaded MIB files inits database. But to load the MIB file
specific to the Serverscheck Sensorgateway, you may follow these instructions:

1. Download the MIB file from Serverscheck Website
https://serverscheck.com/support/downloads.asp
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2. Copy the sensorgateway.mib file and paste in the default location of the

Solarwinds

For Windows Server 2008

C:\Program Files (x86)\SolarWinds\Orion

%ﬂ ~ Computer ~ Local Disk (C:) ~ Program Files (x86) ~ SolarWinds + Orion +

v m I Search Orion

Organize v Indudeinlibrary v  Sharewith v  New folder = e [
A Y Name Date modified Type * Size
A Favorites T SO COMprESSIONT T I 5720720 mn—l-n:rrne ran- l
Desktoj
B Desktop || Forwardsyslog.trap 4/29/2016 5:47AM  TRAPFile 3KB
@ Downloads 5 5 |
v || sensorgateway (1).mib 7/14/20163:43PM  MIB File 49 KB‘
=l Recent Places
|| NetPerfMon.views 8/5/2004 3:43PM VIEWS File 3KB
4 Libraries || Close.wav 4/29/2016 5:47 AM WAV File 3KB
|5 Documents || Open.wav 4/29/2016 5:47AM WAV File 8KB
&) Music #5) solarWindssnmpEnabler 3/21/20129:55AM  Windows Installer P... 2,543KB
Pletires B NetPerfMon-Website 6/9/2016 3:40 PM WinRAR ZIP archive 74,086 KB
ideos
g NetPerfMon-WebSite.precompiled 6/9/2016 3:40 PM WinRAR ZIP archive 78,100 KB
1% Computer 2] AlertingEngine 5/27/2016 8:05PM XML Document 1KB
& Local Disk (C2) ] DilsList 6/15/2011 12:56 PM XML Document 1KB
@ Files and Backup (D:) 2] Full.Core.Services 9/4/2014 10:31 AM XML Document 1KB
[y Documents (H:) ] Instalisettings 6/25/2016 2:59 AM XML Document 1KB
|| LogConfigurations 11/25/2015 12:21PM XML Document 32KB
“j Network = .
2] NPMChartsConversion 5/28/2016 6:52 PM XML Document 28 KB
|| OrionCoreChartsConversion 9/7/2012 10:42 AM XML Document 14KB
|| OrionResourceConfig 10/15/20148:30 AM XML Document 15KB
|| SolarWinds.DataGap.AnalysisTool.Data 4/20/2016 4:43 PM XML Document S5KB
|| SolarWindsAdministrationLogConfigurations 4/28/2016 9:17 AM XML Document 1KB
|| WebsitePermissions 10/30/2014 6:03 PM XML Document 4KB
Adding Nodes/OIDs for Monitoring
Example on how to get OID from iReasoning
1. Put the IP address and click Advanced. Then put inthe SNMP credentials
] o Fmmcrrrg VIE Browse
dereas 192168902 v Advenced. O 1361411M9511124
U\? wes Neselt Table
FNE Tiee Mo OO
%300 SO0 FERTTEL Prane Em PRl NI £.90.94.0.1709% 10,540
IERERNE a3so
IRE B RN} 10mne
L RN 1370
FISIALITOM 10060
IRESERR, SENL Y
IRERERNE, L SLE Y}
e Ihare O Eat Tewp |
e 1M 0
wona Lo Time 0
wrne il EWhg 0
e I Narw 0 Massdnyl
wraslaaee O Tess
seroon L rite O DOWN
serea Wi Tese O A 201800 08 5Y
o) batiWag 0 Marndeyl 7% 09 DOWN
seroor INare O Dew Poes )
ST Lanee O (L N1
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Address

Advanced Properties of SNMP Agent

192.168.9.32

Port 161

Read Community |******

Write Community | ==*====

SNMP Version | 2

2. Select under Operations : Walk

Ok

] | Cancel |

v | Operations: | Walk |l @co
Value Type IP:Port

Octetstring 192.168.... @
OcretString 192.168....
OctetString 192.168.... T
OcretString 192.168.... D
Octetstring 192.168.... =
OctetString 192.168.... aI:fJ
Octetstring 192.168....

OctetString 192.168.... ﬁ
Octetstring 192.168.... =
Octetstring 192.168....

This will scan the device for all SNMP OID's

3. In this example, we will be using the OID for the Internal Temp of the Gateway

0D | 13614117095.111.20

Result Table

13804117095 10.340
1.36.14,1.17035.10.350
1383411709104 0
L3604 L170%5.10.370
1.36.0.4,1.17095.10.389
1.346.041.17955.10.390
LIS TALITOM L0008
| hansce IName O

sensor 1ErrScate 0
sensor dlastirrTime 0
sersor llastt g O
sensar2Name 0
sensardvaiue O
yenword Leritate O
senser2lasttry Time 0
sensorllastEnisg O
| sensoriName ©
sermor Tvaiue O

Nerve 0O

Exb Tamel

Hamsony |

7969
DOWN

14 Jay 2016,16 08 59
Hamiatyl 7% 69, DOWN, 14 July 2016.16.04.59
Dew Paint]l

1519
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The SNMP 0ID .1.3.6.1.4.1.17095.11.1.2.0 is the value of the internal temperature
reading of the Gateway.

To Monitor this Node on Solarwinds

1. Open Solarwinds Universal Device Poller

|| Microsoft SQL Server 2008 ]
| Microsoft SQL Server 2014
.. OpenssL l
|, ServersCheck :
| SolarWinds e
| SolarWinds License Manager
. SolarWinds Orion
& Orion Web Console

. Advanced Features

Computer
|, Alerting, Reporting, and Mapping

5 Configuration and Auto-Discovery
|, Documentation and Support
1. Grouping and Access Control
1, Network Performance Monitor
J. Network Performance Monitor Licens
@ Universal Device Poller
. Syslog and SNMP Traps Administrative Tools >
1, Virtual Infrastructure Monitor
| SolarWinds TFTP Server
. Startup
1. VMware _:I Run...

Network

Control Panel

Devices and Printers

1 Help and Support

4 Back

I |search programs and files @1 (&) shut down I :l

2. Select Sys Object ID as the group

T Orion Uneversal Device Poller

GROUP BY' | 5ulitgects >

o 136340 ":00;‘“
Arbge
@ 126741 [

‘.

.

# QO 136147 [Location

© L 136141 IMechrnaT e
£ 12614 (Rsha
¥
*
.
¥

(SRB IR RS e
136141 1T 20T

CRSRETSERAS LRSI
Q136411313
136041181327 -l

DEFINED POLLERS
LD Deargle

List of nssigned objects
|
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3. Add the OID of the internal temp of the sensorgateway

Orion Universal Device Poller M= &3

@ Define Your Universal Device Poller
Create s poller using any MIB supported on your network

0ID: |136.14.1.17095.11.1.2.0 Browese MIB Tres |

Enter an OID or browse the MIB tiee Moce about 0IDs,

Name: | sensoriValue

Description: | Valye of Sensor =

+| Show Advanced Options

Keep Historical  Yes ¢ Mo
Data: Keeping histoncal data wil take up disk space, but val allow you to graph data and display gauges.

More about hittoncal data

Status: (* Ensbled " Disabled
Disabling yous polier's status will end poling until & iz enabled agan

Group: |0au Group -|

Organze your pollers into groups.

4. Click Next and Test the OID if it is supported and if it has a value

Orion Universal Device Poller

@ Assign ciscoEnvMonTemperatureStatusValue to Nodes
Select the nodes you want ciscob nvMonT emperabueStatusV/alue 1o poll Click "'Test" to test ciscob nyMonT emperatureStatusahe

GROUP BY Vendar ~|
Node:

Test Resuls =
AT © All Devicas
=¥ O Unknown

V @ sensorlValue

(&)
[
[ ]
e
w

Test I

5. Click Next and put a check mark for Node Details to show up on the NPM software
and click finish.
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Orion Universal Device Poller & =10] x|

Display vimnMemSize Results on Orion Website
Add vmMemSize charts, gauges and tables to Onon website views

Do you want to display results on your Onion website?
ONo
(®Yes

Include the following on Orion views:

| Chat | Gauge | Table | Oion View Name
r | P [T Network Summary Home R
F  F [[F |NodeDesks
[ 7] [T Intedace Detad:
7] r T Cusent Top 10 Lists [Frrw]
= r [T MNetwork Trends
r r [T Problem Aseas W

4] IJ

R

¥ Do not show thes poller # it is not astigned

To add Alerts
1. Select Alerts & Activity - Alerts and click Manage Alerts

2. Select the Node and customize the Alert depending on the condition you want.

Add New Alert - "My Alert"
PADISETES AFRETLONDMION TMEOEDAY  TRGASRACTIONE  RESETACTIONS - BUMMARY

2. Trigger Condition
Tngaes condntion is simple candtion o 281 of mulliple rested conditions which must be mal hatore the e 15 tiggemd sLearn moea

1wl to alert on:
Node v

The scope of alert: (1)

* Al olyects i my enveenment (Stos List)
Only folowing 5o of ohjocts

The actual wigger condition:

Trgoger dlert when Al chig conations must be satishad (AND) v =-
Node ~  Status v s ogual to w»  Down - X
2 [
i <
- Condmon must exist for mone: than LUEE

£ Aagvarced aptions

Irpast | pent

3. Add an action to the Alert
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Select action you want 1o execute

Action "D )
‘(') L) cr-ng(:usm Pmp;ty Ehmgesam;m:ﬁopulyd Network O;«TMEATm 1% Vnggwodtﬁ;;u
1@ 3 ﬁialPsgmgerSMSSemce SeudaPa@A‘SMS'orﬂeemmsagevamePage
1 = Email a Web Page Send an Email message that contains 3 Web Page
| @ ¢ Execute an Extemal Progrsm Execute a program when ths Alert is Triggered o Resat
| @& Executean External VB Script Execute a VB Scnpt file when the Alert is Tnggered or Reset
© 5§ Log the Alert to 3 Fie Logs the Alet 1o a fext file
}u & Log the Alent to the NetPerfMon Event Log Log the Alent in the Netwerk Pedormance Moaitor Event Log
| O «n PlayaSound Play a Sound when an Alert i Triggersd or Reset
0 [EL Send Net Message Send a Windows Net Message
(@ & Send SNMP Trap Send SNMP Trap when the Alett is Tnggered or Resel
| @ [ Send a GET or POST Request to a Web Server  Interface wih other apphications via HTTP GET or BOST
& B

Send a Syslog Message Send a Syslog Message when Alert 1s Triggered or Reset.

e, atula | SelalomStamsinrnNoda(hecl(advued)

Q
‘ By Textto Spasch Oulput Speak a phrase using Text-4o-Spaach wnan an Alert is Tnggered or Rese!
iO G Windows Event Log Log 3 entry in the Windows Event log
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