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1 Base Unit Quick Overview

The Base Unit is the heart of the InfraSensing sensors. This Base Unit is where all the smart logic resides : from
connection to monitoring, reporting and alerting. Below are the Base Units that are compatible with Firmware
version 10:

BASE-> BASE-SM-5-24V BASE-PI-5-24V

BASE-6 BASE-SM-6 BASE-PI-6

The Base Unit is connected to the network via a standard network cable over a 10/100Mbps network. It
supports PoE too. This allows for powering the sensors without having to rely on external power adapters. If you
don’t have a PoE network then a power adapter is optionally available. Each Base unit is specifically designed to
support a unique set of sensors, ensuring compatibility and functionality tailored to their applications. This
means that the sensors supported by each Base Unit are carefully selected to match its specific capabilities,
enabling optimized performance for different use cases.

Note : If a power adapter (BASE-PWR) and PoE is plugged into the Base Unit to supply power at the same time
the Base Unit will automatically switch to the power adapter and use the PoE as backup. Also the Base Unit will
not shutdown or restart if either one is unplugged.

In the following sections of this user manual, we are going to describe in detail the configuration and operation
of the Base Unit.

The maximum tested length between a PoE switch and the Base Unit is 330ft or 100meters (using Caté shielded
cables). Actual results may vary depending on cable quality, switch and environmental factors.
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https://documents.serverscheck.com/datasheets/Datasheet_BASE-ServersCheck.pdf
https://documents.serverscheck.com/datasheets/Datasheet_BASE-ServersCheck.pdf
https://documents.serverscheck.com/datasheets/Datasheet_BASE-SwitchMon.pdf
https://documents.serverscheck.com/datasheets/Datasheet_BASE-SwitchMon.pdf
https://documents.serverscheck.com/datasheets/Datasheet_BASE-Prevent-iON.pdf
https://documents.serverscheck.com/datasheets/Datasheet_BASE-Prevent-iON.pdf

1.1 Base Unit Hardware Overview

BASE-SM-5-24V
| BASE-PI-5-24V

BASE-SM-6 BASE-PI-6

2 @D e

[ E5e

A. Ethernet/PoE Port - for network and PoE connection via RJ45
B. Status LED
a. Yellow (Network) - Stable = Network established, No Light = No Network
b. Green (Sensor) - Stable =External Probe detected, No Light = No External Probe
c. Invéthe LED status is turns orange and red as an indicator
C. Int. Temp. - Base Unit’s built in Temperature Sensor
D. OLED Screen
a. OLEDdisplays a rolling banner that has the following information:
= Base Unit IP Address
= Date
= Time
= Internal Temperature of Base Unit
Sensor Probe Ports - where sensor probes connect via RJ45
F. Power supply input - another option to power up the base unit with 12v DC to 24v DC input via the
terminal block
G. Proximity sensor - this feature activates when motion is detected or when you hover your hand
above it, causing the OLED display to light up, this can also be disabled.
H. RS485 output Slave (BASE-SM6)
H1. Relay output (BASE-PI-6)
H2. RS485 output Slave (BASE-PI-6)
I.  Relayoutput
J.  Reset Button - Pressing the Reset button will present you with three options: ‘Start Webserver’,
‘Reboot’, and ‘Load Defaults’. To perform any of the options, hold the reset button until the desired

option appears on the OLED display. Once the desired option is displayed, release the reset button.

m

#+#BOOTLOADER*#* #+%BODTLOADER#*

P BUTTON +vPUSH BUTTON
' e ;RESTORE FRACTORY

K. Power Adapter DC Jack - where optional Power Adaptor connects to provide power when PoE is
unavailable.
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1.2 LEDTable

The following table details the different LED indication combinations. Each combination allows you to
visually get the nature of the state/issue.

Yellow LED GreenLED

(Network/Online) (Sensor) Description
Flashing on Updating firmware after reboot. Reboot time is about 5
(fast, ~1/10 sec) seconds before Base Unit is ready.
Flashing ) . .
(slow, ~1 sec) Any Can't sync with NTP (time) server
On Any Synchronized with NTP (time) server
Any Flashing Can’t communicate with external sensor probe
Any On Connected with external sensor probe

Normal Power on Reset, No New Firmware Uploaded
Power ON state: Yellow & Green LEDs are ON for 2 seconds and start flashing

Run state: Yellow & Green LED are both flashing
Green LED is ON if able to connect with external sensor probe
Yellow LED is ON if ale to sync with NTP (time) server

Reboot, New Firmware Uploaded

Power ON state: Yellow & Green LEDs are ON for 1 second and Yellow LED starts flashing

Updating firmware state: takes around 20 seconds
Green LED stays ON
Yellow LED will flash very fast (about 1/10 seconds)

Ready state: Yellow & Green LED are both flashing

Green LED is ON if able to connect with external sensor probe
Yellow LED is ON if able to sync with NTP (time) server

Note:

Various options will appear including Start, Webserver, Reboot, and Load Default, depending on how long
the reset button is pressed.
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1.3 OLED Display Subscripts

ZoC | IP 192.16F

InFut 4 |—I |'

InFut. 2 |-I l'

Outrut & I:I F F

The OLED displays a rolling banner of the values the Base Unit is reading. The reference for the order of the
subscript numbering is completely dependent on how the web page is showing it.

1.4 Mounting Options
1.4.1 O0OURack Mounting
The Base Unit and most of our sensors are OU devices that can be easily and securely mounted in a rack
using standard rack mount screws with a head of at least 0.65cm / 0.26inch. Although one screw is sufficient

to hold the whole equipment in place, a second one improves stability.

Typically, the sensors are mounted at the rear of the rack where ample place is available so that it doesn’t
use any space reserved for server and other network rack mounted equipment.
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1.4.2 DIN Rail Mounting

The Base Unit has DIN mounting provisions that can be easily attached on DIN mounting clips using
standard screws with a head of at least 0.6cm / 0.24inch. The clips are then mounted on DIN rail as shown on
the image below.

DIN Mounting Clip

1.4.3 Magnetic Mounting

As our Base Unit, add-ons, expansion hubs, and most sensors features a metal steel enclosure, the devices
can also be mounted using simple magnets.

SELF
ADHESIVE
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2 Accessing the Base Unit

IP Clink down)

| derr24.1

1. Ensure that the Base Unit is powered up (via PoE or Power Adapter) and connected to the network.

2. Connect the sensor to the Base Unit port using an RJ45 LAN cable. Please note that the THIMG
sensor is not currently supported by this firmware. Please see section 13 for further details about
limitation

3. Bydefault, the Base Unit is set to obtain an IP automatically (DHCP), the acquired IP will be
displayed on the OLED screen in a rolling banner style.

4. Onthe OLED display, if the IP displays ‘Link down’ it means no IP address is acquired.

5. Aside from the information on the Banner, the OLED will display readings coming from the
connected sensors.

6. Inorderto access your web Ul, type the IP address showing on the OLED on any of your browser. A
connection will be made to the web server on board of the Base Unit and you will be prompted for a
username & password.

e The default admin credentials are: admin / 1234
e Ifyouare loggingin as a viewer, the default viewer credentials are: viewer / viewer

Note: The device needs to be in the same network as the base unit.

Username

Password
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3 Network Configuration
3.1 Hardware version 5

The network configuration for hardware version 5 only supports IPv4. In the main window, click on the
Menu Button located on the upper right corner of the page. Then click on settings and look for Main Settings

Live Sensor Data

Settings

Logout
Dark theme

Device Info
Firmware Version NGP-1.0.1-RC12C-B
Hardware Version 51
Device ID 821F12FFFE1A60AD
Serial SGWS8 51F12FFFE1A60AD
MAC 80:1F:12:1A:60:AD
Firmware Build Date Apr 32025 19:38:50
Sensor Metric Counts Total  Online  Free
64 1 63
Current Device Time Thu Jan 011970 00:21
Main Settings

Device

ICMP
Upgrade

e
Certificates Vault

Maintenance Alert History

Webserver Ul Firewall

>
@
=
5
@

Industrial Protocols

Modbus TCP

Within Main Settings, click on Network and then select Edit. Here, you can edit or change the IP Address.
Once you've made the necessary changes, click the Save button to apply them.
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Device Host Name sensorgateway-21C1

DHCP Server Disabled v
IP Address 192.168.9.2

Subnet Mask 255.255.255.0

Default Gateway 192.168.9.1

Primary DNS Server 8.888

Secondary DNS Server 8.8.4.4

You can now change the Base Unit’s IP address to any value you like: either to DHCP or to a fixed IP that
would fit your local network. We will now set it to 172.168.0.2 with its default gateway to 192.168.11.160
respectively. As for the DNS server feel free to use any, in this set up, we will use 4.2.2.2 and 8.8.8.8. You can
also see the MAC address of the gateway and set the Device Host Name

Note: If you want to make a device accessible via bios name please make sure that the bios name is 15 or
more characters if not, then it will be appended with a blank space because of the padding process of
Microsoft please see link. https://technet.microsoft.com/en- us/library/cc958811.aspx

Device Host Name

sensorgateway-21C1

DHCP Server Enabled v
P Address 192.168.11.160 e
Subnet Mask 255.255.255.0

Default Gateway 192.168.9.1

Primary DNS Server 4222

Secondary DNS Server 8.8.88

=

Once you have updated the IP address to 192.168.11.160, simply hit the SAVE button to apply the changes.
A notification will appear at the top saying “Reboot to Apply”. To finalize the changes, click Reboot to
Apply, which will restart the base unit and apply the updated settings.

Please note that : if the DHCP Server is set to Disabled it means that it is FIXED.

eee M- < > 192.168.11.160 [ M +

(=]

As seen on the image above, We were able to access the gateway via its new IP address since our network
segment is set at 192.168.11.160 and we set our computer back to DHCP the gateway is now connected
and can be accessed through our network.
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3.2 Hardware version 6

In the main window, click on the Menu Button located on the upper right corner of the page. Then click on
settings and look for Main Setting

(=]

Device Info
Firmware Version NGP-1.1.0-RC5
Hardware Version 6.1
Device ID 9E9S6EFFFE680DCY
Serial BASE6-SM202504259E956EFFFE680DCY
MAC 9C:95:6E:68:0D:C9
Firmware Build Date Apr 28 2025 00:50:20
Sensor Metric Counts Total  Online  Free
254 5 233
Current Device Time Thu Jan 01 1970 00:09
Main Settings

Update Time

Webserver Ul Certificates Vault
L =

Alerting

Industrial Protocols

Copyright 2025 by InfraSensing BV
NGP-1.1.0-RC5

Upgrade

Firewall

Within Main Settings, click on Network and then select Edit. Here, you can edit or change the IP Address.
Once you've made the necessary changes, click the Save button to apply them.
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Device Host Name

sensorgateway-ODC9

IPv4

DHCP Server Enabled .
IP Address 192.168.11.160

Subnet Mask 255.255.255.0

Default Gateway

Primary DNS Server

Secondary DNS Server

IPv6

Enable Disabled v
SLAAC Enabled v
Local Link Address fe80::2048

Prefix 2001:db8::

Prefix Length 64

Global Address

Router

2001:db8::2048

fe80::1

Primary DNS server 2001:4860:4860::8888

Secondary DNS server 2001:4860:4860::8844

e Device Host Name - This is the name of the device on the network. It’s like giving your device a
nickname to identify it.

e IPv4 Section - These settings are used for most networks today. Here’s what the fields mean:

o DHCP Server
= |fEnabled, the device automatically gets its IP address, subnet mask, and other settings
from the network’s DHCP server.
= |f Disabled, you need to manually enter these settings. Disabling the DHCP server
means you need to manually assign the device a specific (fixed) IP address.

o IP Address
= Thisis the unique address of the device on the network using IPv4.
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o Subnet Mask
= Defines which part of the IP address refers to the network and which parts refers to
device.

o Default Gateway
* The IP address of the router, acting as the “doorway” to other networks, including the
internet.

o Primary and Secondary DNS Servers
» These servers translate domain names (like google.com) into IP addresses. If left blank,
the device may default to DNS servers provided by the network.

e |Pvé6 Section - This settings are used for newer networks with advanced capabilities.

o DHCP Server
= If Enabled, the device automatically gets its IP address, subnet mask, and other settings
from the network’s DHCP server.
= If Disabled, you need to manually enter these settings. Disabling the DHCP server
means you need to manually assign the device a specific (fixed) IP address.

o SLAAC
»  SLAAC stands for “Stateless Address Auto-Configuration.”
= Ifthisis Enabled, the device automatically configures its IPv6 address without needing
a DHCP server.

o Local-Link Address
= Thisisan |IPvé address that works only within the local network (like a private IPv4
address)

o Prefix
= This specifies the network part of the IPvé address. It’s like a subnet mask for IPvé.

o Prefix Length
= This defines how much of the IPvé address is for the network. A length of 64 is
standard for most networks.

o Global Address
= Thisis the device’s public IPvé6 address, used to connect to the internet.

o Router
= This isthe IPv6 address of the router.

o Primary and Secondary DNS Servers

= These translate website names to IP addresses using IPv6. The primary server is
2001:4860:4860:8888, and the secondary is 2001:4860:4860:8844
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4 Base Unit Security Feature
4.1 Username and Password configuration

Every time you access your Base Unit, a pop-up message will appear prompting you to enter your username
and password.

Sign In

In the main window, click on the Menu Button located on the upper right corner of the page. Then click on
settings and look for Webserver Ul under Main Settings.

Live Sensor Data
Settings

Logout

Dark theme

Device Info

Firmware Version NGP-1.0.1

Hardware Version 6.1

Device ID 9E9S6EFFFE680DCY

Serial BASE6-SM202412199E956EFFFE680DCY

MAC 9C:95:6E:68:0D:C9

Firmware Build Date Apr 42025 18:35:53

Sensor Metric Counts Total  Online  Free
254 5 249

Current Device Time ThuJan 01 1970 01:32

Main Settings

Update Time ICMP

Certificates Vault Firewall Upgrade

Alert History Sensor Data

Legal

-

Alerting

Industrial Protocols
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Within this dedicated section, users have the capability to fine-tune the configuration of ADMIN and
VIEWER credentials. This enables users to establish secure and personalized access levels, granting
administrative and viewing privileges as needed for efficient and customized control over the webserver
user interface.

User Authentications

Admin Credentials

Username i

Password

Viewer Credentials

Username viewer

Password

Webserver Authentication

HTTPS Webserver Disabled v

e

Note: The screenis currently in read-only mode, this is to prevent any accidental changes, editing can be
initiated by clicking the ‘Edit’ button. When you click ‘Edit’ and choose to close without saving by clicking the
close button, a warning window will be displayed, asking 'Are you sure you want to close the modal without
saving?'

Vault Name

However, after you click the ‘Edit’ button and proceed to save changes by clicking the save button, a green
banner will appear, indicating 'Successfully Saved.'

e Admin Credentials
This set of login credentials grants users the ability to edit information stored within the
BASE-WIRED, providing comprehensive control over configuration settings and data
management.
Note: The maximum length for both the username and password in the admin credentials
20 characters.

e Viewer Credentials
Designed for viewers, this set of login credentials ensures access to information on the
BASE-WIRED without permitting any editing capabilities. It offers a secure and restricted
viewing mode, ideal for those who require information access without the ability to make
changes
Note: The maximum length for both the username and password in the viewer credentials
20 characters.
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4.2  Firewall Settings

Firewall can be accessed through the Base Unit’s settings by clicking on the button on the upper right, and
under Main Settings you can find the ‘Firewall’ option.

Device Info

Firmware Version NGP-1.0.1

Hardware Version 6.1

Device ID 9E9S6EFFFE680DCY

Serial BASE6-SM202412199E956EFFFE680DCY

MAC 9C:95:6E:68:0D:C9

Firmware Build Date Apr 42025 18:35:53

Sensor Metric Counts Total  Online  Free
254 5 249

Current Device Time ThuJan 01 1970 01:32

Main Settings

Update Time Network

Webserver Ul Certificates Vault Upgrade
o =

Alerting

Industrial Protocols

“ S Sl

With this feature you may configure it for enhanced security, the firewall is designed to proactively block
any unauthorized access attempts to the Base Unit.

Firewall

Firewall Feature Disabled v

IP White List -

“ Close
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4.3 Enabling and Disabling Web Server

Disabling the web server option restricts the ability to send commands or configure settings. The
Webserver option can be accessed through the Base Unit’s settings by clicking on the button on the upper
right, and under the Main setting click on ‘Maintenance’ option. To disable it, simply select “Webserver
Disable”.

Device Info

Firmware Version NGP-1.0.1

Hardware Version 6.1

Device ID 9E9SEEFFFE6B0DCY

Serial BASE6-SM FFE6B0DCY

MAC 9C:95:6E:68:0D:C9

Firmware Build Date Apr42025 18:35:53

Sensor Metric Counts Total  Online  Free
254 5 249

Current Device Time Thu Jan 01 1970 01:32

Main Settings

“ e

Webserver Ul Certificates Vault

Maintenance -

Reboot the Device

Reboot

Reset to Default Reset to Default

Webserver Disable

Power off the Device Power off

Maintenance Mode

Close

Once you click on "Disable", a pop-up message will appear asking if you want to disable the web
server. After you click “Ok” and then “Update”, the web server is disabled. You will not be able
to load the web server, send commands or configure it.

Are you sure you want to
disable the Webserver?

-1
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To re-enable the device, you need to be physically near it. Press and hold the reset button until 'Start
Webserver' appears on the OLED display.
¢ \

Release the button once you see this message, and the device will be re-enabled. This additional security
measure ensures that you must be physically present to manually re-enable the Web Server feature.

START WEBSERVER

Temrerat 1
ure .

Please note that a common mistake users make when unable to access the base unit is that the
web server is turned off. To verify, reboot the base unit and check the OLED display for the
message indicating that the web server is Disabled or off.
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4.4 Certificates Vault

This feature provides a secure storage space for managing and safeguarding cryptographic keys and
certificates.

Certificates Vault X

Vault 1

Vault Name Alex MQTT

Client Certificate BEGIN CERTIFICATE-----MIIDWTCCAKGgAWIBAgIUHOJCQrxIE2CsnPYPO9Tt9eXnNUEWDQY.
Private Key

Vault 2

Vault Name Alex MQTT 2

Client Certificate BEGIN CERTIFICATE-----MIIDWTCCAKGgAwIBAgIUaXDDkzFAdaiNyyQZjUaujzqZ+ZUwDQYJk

Private Key

S

e Vault Name
- Set a custom name based on user preferences.

e Client Certificate
- Input the required certificates. Please note that when copying the client certificate make
sure that there are no spaces except for the ‘Begin Certificate’ and ‘End Certificate’
parameters.

e Private Key
- This is where you can input the string of characters used as a form of authentication or
what we called Community String. Please note that when copying the private key make
sure that there are no spaces.

In our example below, we will update our Client Certificate and Private key using the following values and
publish it to the Base Unit.

Vault Name: Test 1
Client Certificate:  --—--- BEGIN CERTIFICATE-----test----- END CERTIFICATE-----
Private Key: - BEGIN RSA PRIVATE KEY-----test----- END RSA PRIVATE KEY----
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Certificates Vault

‘

Vault 1

Vault Name Test 1
Client Certificate

Private Key

Vault 2

Vault Name Alex MQTT 2

Client Certificate | BEGIN CERTIFICATE-----MIIDWTCCAKGgAWIBAgIUaXDDkzFAdaiNyyQZjUaujzqZ+ZUwDQYJk

I

Private Key

After entering the Client Certificate and Private Key, do not forget to click the 'Save' button. Upon clicking
'Save,' a green banner will appear at the bottom of the pop-up, indicating that the changes have been
successfully saved.

Successfully saved! +

After saving, a button at the top of the page will appear, prompting you to reboot to apply the changes. To
implement the modifications, it's essential to reboot the base unit.
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45 HTTPS
HTTPS ensures the data exchanged between your browser and the website is encrypted and secure. It
protects the integrity and confidentiality of data. In order to enable the HTTPS, access the base unit
settings, and under Main Settings, look for the Certificate Vaults.

Note: The HTTPS option is only applicable for hardware version 6.

Main Settings

Webserver Ul

Update Time ICMP

Certificates Vault Upgrade

Sensor Data

Alert History Lega

Maintenance

After updating the Certificates Vault, you may enable the HTTPS webserver and choose your desired
certificate from the vault name dropdown. Once you enable the HTTPS webserver and select the vault
name from the dropdown, click the Save button to apply the changes.

Webserver Ul X

User Authentications

Admin Credentials

Username admin

Password voo

Viewer Credentials

Username viewer

Password 00

Webserver Authentication

HTTPS Webserver Disabled

«

Vault Name

«

)

To finalize these changes, click the 'Reboot to Apply' button at the top of the page. This will apply the
modifications to the Certificate Vaults and Webserver Ul.
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5 Base Unit Features
5.1 About Device
You can customize your device by modifying its Device Name, Device Location and Site ID to better fit your

set up. To access these settings, connect to the base unit, open the menu, and navigate to Settings. Under
Main Settings, select Device, where you can easily update these details.

Main Settings

Device Update Time

Network ICMP
Firewall Upgrade

Legal

Webserver Ul Certificates Vault

Maintenance Alerting Logs

Device X

Device Name Sensor Gateway 1

Device Location MNL

Device Site ID 1

Repeat Alarm Time (seconds) 150 °
Fahrenheit Unit Disabled v
OLED Screen ENABLED v
Internal Probe Enabled v
Probe Scanning before NTP Update Enabled N
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5.2 OLED Screen
By default, the OLED screen is enabled, but you have the flexibility to turn it on and off as needed. To adjust

this setting, access your device’s Settings, open the Menu, and navigate to Device. There, you'll find the
OLED screen option, which you can toggle between “Enabled” and “Disabled”.

Device Name

Sensor Gateway 1
Device Location MNL
Device Site ID 1
Repeat Alarm Time (seconds) 150 <
Fahrenheit Unit Disabled v
OLED Screen ENABLED v
Internal Probe Enabled v
Probe Scanning before NTP Update Enabled N
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5.3 Internal Ping

Internal ping check is where you can check the status of your connection to a specific URL or IP address in
which a great example is trying to ping another Base Unit

To access the "PING" option, navigate to the home page, under 'Sensor Hardware' tab, click on the Edit

button located next to the sensor where you wish to apply this option under Live Sensor Data and a pop
window will appear wherein you can configure.

(=]

Live Sensor Data

Sensor Type Sensor Name Location Value Status Actions

TEMP Temperature 1 ONLINE
0 100
Sensor Hardware
Probe Type Probe Model Actions

INTERNAL Internal Sensor m

Sensor Hardware Configuration

Version 0.00

Probe Polling Rate 5 ~

Enable Ping sensor

External Server

Connection Timeout 2000 ~
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Once you hit 'Save', manually reboot your Base Unit by accessing the reboot option through the Base
Unit's main settings. Click on the button in the upper right corner, then select ‘Maintenance' under the
‘Main Settings'. To reboot, simply click the 'Reboot' button. The changes will then take effect.

Maintenance X

Reboot the Device Reboot

Reset to Default Reset to Default

Webserver Disable

Power off the Device Power off

Maintenance Mode

Close

Once the Base Unit has reloaded, you will be able to see the URL/IP address you pinged under Live Sensor
Data.

(=]

Live Sensor Data

Sensor Type Sensor Name Location Value Status Actions

TEMP Temperature 1 e ONLINE
) 3046 -

HUMIDITY Humidity 2 ONLINE m
) o1 b

DEWPOINT Dew Point 3 ONLINE m
0 100

Inputs and Outputs

Sensor Type Sensor Name Location Value Status Actions

BUZZER Buzzer 5 OFF ONLINE
RELAY Relay 4 OFF ONLINE

Sensor Hardware

Probe Type Probe Model Actions

INTERNAL Internal Sensor

Copyright 2025 by InfraSensing BV
NGP-1.1.0-RC5
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5.4 Switching between Fahrenheit or Celsius

The default setup displays readings in Celsius. However, you can easily switch the sensor readings to
Fahrenheit. Simply connect to the Base Unit, navigate to the menu, and click on settings. Under Main
Settings, select Device to make the change.

Main Settings

“ Update -

Webserver Ul Certificates Vault

o HiStory

This mode is read-only by default. To make changes, click on the ‘Edit’ button. Under the Fahrenheit Unit
section, you will find a dropdown menu where you can select either “Disabled” or “Enabled”.

Network ICMP

Firewall Upgrade

Sensor Data Legal

Device .
Device Name Sensor Gateway 1
Device Location MNL
Device Site ID 1
Repeat Alarm Time (seconds) 150 v
Fahrenheit Unit Disabled v
OLED Screen ENABLED v
Internal Probe Enabled v
Probe Scanning before NTP Update Enabled v
Save

o Enabled : Temperature will be set to Fahrenheit

o Disabled: Temperature will be set to Celsius
Fahrenheit Unit v Enabled

L)

Disabled

Once you have made the changes, click on 'Save'. A green banner will appear confirming that the settings
have been 'Successfully Saved'. Simply reload the page for the changes to take effect.
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5.5 ICMP Server

This feature provides the ability to manage incoming ping requests, allowing users to either permit or block
such requests. ICMP (Internet Control Message Protocol) configurations empower users to tailor the
responsiveness of the BASE-UNIT to incoming ping signals, optimizing network control and security based
on the specific preference. In order to access the ICMP just simply go to Settings and under Main Settings
you will be able to see ICMP.

Main Settings

Network

Update Time

Certicats vt m rgrace

The screenis currently in read-only mode, this is to prevent any accidental changes, editing can be initiated
by clicking the ‘Edit’ button.

ICMP >

ICMP Echo Enabled v

Maintenance

ICMP Broadcast Disabled

“«

T

e ICMPEcho
o Enabled: Allows PING to the BASE-UNIT.
o Disabled: Blocks PING to the BASE-UNIT.

e |CMP Broadcast
o Enabled: Allows PING to the BASE-UNIT.
o Disabled: Blocks PING to the BASE-UNIT.

After you click the ‘Edit’ button and proceed to save changes by clicking the save button, a green banner will
appear, indicating 'Successfully Saved.".

Please Note:

If you see a notification at the top left of the page that says “Reboot to Apply”, it means a reboot is required
for the changes you’ve made to take effect. Be sure to restart the system to ensure all updates are properly
applied.
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5.6 Sensor Polling / Refresh Time
The Polling Rate, located under Sensor Hardware Configuration, determines the interval at which the base

unit retrieves data from the specified sensors. It is recommended to set this interval between 1 to 5
seconds for optimal performance.

(=]

Live Sensor Data

Sensor Type Sensor Name Location Value Status Actions
TEMP Temperature 1 1 ONLINE
0 100

Sensor Hardware

Probe Type Probe Model Actions

INTERNAL Internal Sensor m

Sensor Hardware Configuration

Version 0.00

Probe Polling Rate 5 2
Enable Ping sensor

External Server

Connection Timeout 2000 ~
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5.7 Configuring internal clock of the Base Unit

To modify the internal clock, navigate to Settings, then go to Main Settings and find "Update Time." In
order to adjust the time, click on Edit and you can set the time manually or synchronize it with a time
server. Once you have made your adjustments, click on "Save" to save the changes.

Main Settings

Update Time

Webserver Ul Certificates Vault Firewall

Maintenance Alert History Sensor Data

Update Time

SNTP Time Server | Enabled ¢l
Server pool.ntp.org

SNTP Port 123 S
Connection Timeout 5000 $
Update Interval 1200 <
Timezone 0 $
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6 Setting threshold values and alert configuration
6.1 Setting Threshold

To set the threshold values in the base unit for alerting, connect to the Base Unit and navigate to the
home page. Click on the Edit button located next to the sensor where you wish to apply this option under
Live Sensor Data.

(=]

Live Sensor Data

Sensor Type Sensor Name Location Value Status Actions
TEmP Temperature 1 1 ONLINE m
0 100

These are the options that you will see for each device once you click the ‘Edit’ button.

Temperature 1

Sensor Name Temperature 1

Sensor Location

Sensor Type TEMP

Status ONLINE

Sensor Value 22.5593°C

Range I —

0 225} 10

Lower Limit

Limit Warning 0 2

Limit Critical 0 2

Upper Limit

Limit Warning 0 B

Limit Critical 0 B

M

State Modbus Address 40001

State Modbus Address Size 1

Value Modbus Address 42001

Value Modbus Address Size 2

Calibration Offset 0 ~

Calibration Gain 1 -

LED Indicator

Alarm Settings - Critical s

Repeat Alert

Output Name N
v

Output Function a
v

Email Alert

SNMP Trap Alert

Alert History

Logs

Enable Data Logging

Percentage Difference from Previous Value 005 2
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Sensor Name

Sensor Location

Sensor Type

Status

Sensor Value

Range

Lower Limit

Limit Warning

Limit Critical

Upper Limit

Limit Warning

Limit Critical

State Modbus Address

State Modbus Address Size

Value Modbus Address

Value Modbus Address Size

Sensor Name, Sensor Location
- This is where you can customize the details of your sensor.

Sensor Type, Status, Sensor Value, and Range
- These details are automatically detected based on the connected sensor.

Lower Limit, Limit Warning, Limit Critical, Upper Limit, Limit Warning and Limit Critical
- These are the options that you can enable or disabled and also configure depending on
your requirements.

Temperature 1

TEMP

ONLINE

22.5593°C

Modbus Addresses

- You can see the registers to be used for the State address and Value address. Please see
image below for reference.

- When external sensors are connected, each one is automatically assigned a Modbus
address. These assigned addresses can be viewed directly within the sensor settings
interface, allowing users to easily identify and reference each sensor’s Modbus address for
integration. Users also have option to customize the Modbus addresses according to their
preferences.

-When checking the Modbus table, you may encounter the following status codes. These
indicate the current state of each sensor:

0 - Offline: The sensor is not responding or is disconnected

2 - Online: The sensor is connected and functioning

3 - Safe: The sensor is operating normally within expected parameters
4 - Warning: The sensor has detected a value outside of the safe range
5 - Down: The sensor has encountered a critical error or failure.

40001

42001
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6.2  Alarm Settings
6.2.1 Repeat Alarm Time (seconds)
If this option is enabled, it will repeat the alert messages at the interval of the time you set.

To access this option, navigate to the Base Unit settings and under Main settings, click on Device. Here, you
can find the option for Repeat Alarm Time.

Device Name Sensor Gateway 1

Device Location MNL

Device Site ID 5l

Repeat Alarm Time (seconds) 150

Fahrenheit Unit Disabled v
OLED Screen ENABLED v
Internal Probe Enabled v
Probe Scanning before NTP Update Enanied 2

Please note that it is initially a read-only window, and to adjust it, you need to click on the ‘Edit’ button. Once
the changes have been made, click on Save, and a green banner will appear, indicating that the changes have
been successfully saved.
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6.2.2 Comprehensive Alarm Setting Categories

To access the various types of Alarm Settings, navigate to the Home Page and click the Edit button located
next to the sensor under Live Sensor Data, where you want to apply the desired option. Upon clicking Edit, a
pop-up window will appear displaying several configuration options. Scroll to the bottom of this page, to
locate the Alarm Settings dropdown. From this dropdown, you can select the appropriate settings to apply
based on your requirements:

Critical
Sensor Offline
Sensor Online
OK

Warning
Fault

Each setting will be explained in detail on the next page.

Alarm Settings - Critical s

Repeat Alert

Output Name
Output Function

Email Alert

Logging

o Repeat Alert
- Acheckbox option to enable or disable repeated alerts for this settings
o Output Name
- Allows you to define or assign an output node for specific trigger
o Output Function
- Provides options for the output behavior when triggered, such as ON, OFF, or TOGGLE
Cycle
o Email Alert
- Acheckbox option to activate or deactivate email notifications for the alarm
o Logging
- Enables you to save the sensor status logs.

v Alarm Settings - Critical
Alarm Settings - Sensor Offline

Alarm Settings - Sensor Online

Alarm Settings - OK
Alarm Settings - Warning
Alarm Settings - Fault
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Alarm Setting - Critical is a feature that allows you to enable alarms for
a specific sensor. When enabled, an alarm will trigger if the sensor goes
down. To access this setting, click on the "Edit" button next to the
desired sensor under Live Sensor Data or in the home page. A pop-up window will appear, allowing you to
configure this option.

Alarm Settings - Critical ¢

Alarm Setting - Offline is a feature that is when enabled, an alarm will
be sent if the sensor goes offline. To access this setting, click on the
"Edit" button next to the desired sensor under Live Sensor Data. A pop-
up window will appear, allowing you to configure this option.

Alarm Settings - Sensor Offline

Alarm Setting - Online is a feature that is when enabled, an alarm will be
sent if the desired sensor is working normally or if it goes online. To
access this setting, click on the "Edit" button next to the desired sensor
under Live Sensor Data. A pop-up window will appear, allowing you to configure this option.

Alarm Settings - Sensor Online

Alarm Setting - OK is a feature that is when enabled, an alarm will be
Alarm Settings - OK sent if the threshold is OK which doesn’t meet the critical or warning
threshold. To access this setting, click on the "Edit" button next to the
desired sensor under Live Sensor Data. A pop-up window will appear, allowing you to configure this option.

Alarm Setting - Warning is a feature that is when enabled, an alarm will
be sent if the sensor reaches the warning threshold. To access this
setting, click on the "Edit" button next to the desired sensor under Live
Sensor Data. A pop-up window will appear, allowing you to configure this option.

Alarm Settings - Warning

. Alarm Setting - Fault is a feature that triggers an alarm when the sensor
Alarm Settings - Fault value falls outside the normal range. To access this setting, click on the
"Edit" button next to the desired sensor under Live Sensor Data. A pop-
up window will appear, allowing you to configure this option.
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6.3 Base Unit Alerting Feature

To access alerting options, navigate to the base unit settings. Directly below the Main settings option, you'll find
Alerting option.

Device Info

Firmware Version NGP-1.0.1
Hardware Version 6.1
Device ID 9E9S6EFFFE680DCY
Serial BASE6-SM202412199E956EFFFE680DCY
MAC 9C:95:6E:68:0D:C9
Firmware Build Date Apr 42025 18:35:53
Sensor Metric Counts Total ~ Online  Free
254 5 249
Current Device Time Thu Jan 011970 01:32
Main Settings

Update Time

Webserver Ul Certificates Vault
e

Alerting

Network

Firewall Upgrade

Sensor Data Legal

Industrial Protocols

Alertin
=n J
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6.3.1 Email Configuration for Alerts
This option is enabling the Base Unit to send Email Alerts. Enter the SMTP Server Authentication details.
Once you have entered the required information, hit Save. After saving, close the pop-up window and a
Reboot to Apply button will appear. Click the button to ensure the changes are implemented.

Once the reboot is complete, you may test the setup by clicking the Test Email button.

Email Alerts Disabled v
SMTP Server

Server

SMTP Port 465

Connection mode SSL v

SMTP Server Authentication

SMTP Authentication Disabled

<«

SMTP Username

SMTP Password

Email Adresses

From Email
To Email

cc

Email Subject

Test Email Button Test Email

There are various ways to send emails using different server options, such as free mail, Gmail, Outlook, and
more. You can also utilize your own mail server.

Please note that the settings will depend on the configuration of the mail server you are using.

Disclaimer:

Configuration may still vary depending on the mail server you are using.
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6.4 Maintenance Options
This section provides the functionality to perform various actions such as manual device reboot, resetting to

default, disabling the web server, or entering Maintenance mode, offering users a comprehensive suite of
options for system upkeep and management.

Reboot the Device
Reset to Default
Webserver

Power off the Device

Maintenance Mode

6.4.1 Reboot

Rebooting the device restarts its operating system and hardware without changing any of the current
settings or configurations. This is typically used to refresh the system, apply new settings, or troubleshoot
minor issues.

6.4.2 Resetto Default

The "Reset to Default" option restores the device's configuration to its default settings when enabled. This
process erases all custom configurations, user data, and preferences, returning the device to its default
state.

6.4.3 Webserver

Disabling the web server option restricts the ability to send commands or configure settings. The
Webserver option can be accessed through the Base Unit’s settings by clicking on the button on the upper
right, and under the Main setting click on ‘Maintenance’ option. To disable it, simply select “Webserver
Disable”. (please refer to section 4.3)

6.44 Power Off

Powering off the device completely shuts it down, turning off all hardware and software components. This is
useful when the device needs to be physically reset, when performing maintenance, or when it will not be in
use for an extended period. Note that powering off the device will stop all active processes, so it should only
be done when necessary.

6.4.5 Maintenance Mode
Enabling the Maintenance Mode allows you to configure the sensors without triggering any

alerts, even when the alerting is enabled. In order to enable this feature, just click on the button
“Enable Maintenance mode”.
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7 InfraSensing Sensor Probes
7.1  Sensor Connection Guide

The sensor should be connected as shown in the image below. Use the RJ45-to-RJ45 cable to connect the
external sensor probe to the RJ45 port at the bottom of the Base Unit.

The base unit has two RJ45 connectors at the bottom for the external probes, labeled Sensor1 and
Sensor2.

7.2  Adding EXP-8HUB

The EXP-8HUB is designed to trigger immediately upon connection due to security reasons. However, in
order for it to use, the user must enable the ‘Invert State’ setting. The same settings applies when using

B
' '

Inputs and Outputs
Sensor Type Sensor Name Location Value Status Actions
BUZZER Buzzer 5 OFF ONLINE n
RELAY Relay 4 OFF ONLINE n
RELAY Relay 40 OFF ONLINE n
RELAY Relay 41 OFF ONLINE n
INPUT Input 32 TRIGGERED ONLINE n
INPUT Input 33 TRIGGERED ONLINE u
INPUT Input 34 TRIGGERED ONLINE n
INPUT Input 35 TRIGGERED ONLINE u
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To enable Invert State, click on the gear icon located on the right-hand side to access the settings.

INPUT

INPUT

Input 32

Input 33

TRIGGERED

TRIGGERED

ONLINE

ONLINE

n
»

(o]

Under the Alarm Settings, there's an option for ‘Invert State’ and in order to enable it, just tick the box and hit
on Save and reload the page and the changes will applied.

Input 32

Sensor Name Input 32
Sensor Location

Sensor Type INPUT
Status ONLINE
Sensor Value TRIGGERED
Alarm Settings

Enable Alarm

Trigger on Close

Delay 5000
Modbus Address 40063
Modbus Address Size 1

Modbus Address 42063
Modbus Address Size 2

Invert State

LED Indicator v Invert State

Alarm Settings - Critical

Repeat Alert

Output Name

Output Function

Email Alert
SNMP Trap Alert
SMS Alert

Alert History

Logs

Enable Data Logging

Percentage Difference from Previous Value
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After saving and reloading the page, the value will update from ‘TRIGGERED' to ‘OK'.

Inputs and Outputs

20.81

Sensor Type Sensor Name Location Value Status Actions

BUZZER Buzzer 5 OFF ONLINE n
RELAY Relay 4 OFF ONLINE u
RELAY Relay 40 OFF ONLINE n
RELAY Relay 41 OFF ONLINE u
INPUT Input 32 OK ONLINE n
INPUT Input 33 TRIGGERED ONLINE n
INPUT Input 34 TRIGGERED ONLINE u
INPUT Input 35 TRIGGERED ONLINE n
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8 History

8.1 Alerting History

Each time a threshold is reached, an entry is automatically logged, and these entries can be downloaded in
CSV format. Alerting Logs can be access in the Main settings.

Main Settings

Webserver Ul Certificates Vault

Maintenance

Network

Firewall

Upgrade

Sensor Data

Alert History

Entries Per Page
Timestamp LogID Node Name Node Type Node Value Node State Log Type
1/1/1970, 8:00:09 AM 2 Temperature 1 TEMP 25.0625 ONLINE NODE EVENT
1/1/1970, 8:00:00 AM NETWORK DOWN
1/1/1970, 8:00:00 AM 1 NETWORK UP

Showing 1 to 3 of 3 entries ¢ )
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8.2 Datalogger

The Data Logger is a setting available exclusively on Hardware Version 6, allowing users to view recorded
sensor data. It provides key information, including the node name, timestamp (date and time), sensor value,
and sensor state, offering a detailed log of system activity for monitoring and analysis.

This feature is accessible through the Main Settings. Clicking on Data Logger opens a pop-up window
displaying all recorded data logs. The system supports up to 2 GB of storage, ensuring extensive historical
tracking. Additionally, the data logs can be downloaded for further review, backup, or external analysis.

Main Settings

Update Time

Webserver Ul

Certificates Vault Upgrade

Maintenance Alert History

Sensor Data Logger

Sensor Filter

All :
Node name Timestamp Value State
No data available in table
Showing O to 0 of O entries Entries Per Page
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9

Integrating using Open Protocols
This section allows you to configure the Base Unit for industrial Protocols. To access it, simply navigate to
the Base Unit Settings, and under the Alerting option, you'll find ‘Industrial Protocol’. Please note that the
option for integration using an open protocol may vary depending on the hardware version in use and the
specific firmware version you select or require.

9.1 Hardware Version 5

For Hardware Version 5, we offer three firmware versions, each tailored to a specific industrial protocol to
suit your needs:

9.1.1 Firmware Version B | Modbus TCP

This firmware version supports the Modbus TCP industrial protocol, commonly used for communication
between industrial devices and control systems, ensuring reliable and standardized data exchange.

Device Info

Firmware Version

NGP-1.0.1-RC12C-B

Hardware Version 51

Device ID 821F12FFFE1A60AD
Serial SGW821F12FFFE1A60AD
MAC 80:1F:12:1A:60:AD
Firmware Build Date Apr 32025 19:38:50

Sensor Metric Counts

Current Device Time

Main Settings
Update Time
Webserver Ul

Certificates Vault

Maintenance Alert History

>
o
2
3
@

Industrial Protocols

Modbus TCP

Total Online Free
64 1 63

FriJan02 1970 04:34

Network ICMP
Upgrade

Legal
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This option allows the users to enable or disable Modbus functionality.

Modbus TCP

Enable Modbus TCP Disabled v
Modbus Server Port 502 i
Enable Modbus Server Port Enabled .

T T

You can check the State Modbus Address, State Modbus Address Size, Value Modbus Address, and Value
Modbus Address Size for each sensor on the Home Page. Simply click the Edit button on the right side of the
sensor, and a pop-up window will appear. In the latter part of this window, you will find the Modbus address
details.

Temperature 112312

Sensor Name Temperature 1

Sensor Location
Sensor Type TEMP
Status ONLINE
Sensor Value 29.375°
Range
0 29.38 100
Lower Limit
Limit Warning 0 2
Limit Critical 0 2
Upper Limit
Limit Warning 0 2
Limit Critical 0 s
State Modbus Address 40001
State Modbus Address Size 1
Value Modbus Address 42001
Value Modbus Address Size 2
Calibration Offset 0 -
State Modbus Address
40001
State Modbus Address Size 1
Value Modbus Address
42001
Value Modbus Address Size 2
Email Alert
Logging

m Close
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Modbus Addresses

e You can see the registers to be used for the State address and Value address. Please see image below for
reference.

e  When external sensors are connected, each one is automatically assigned a Modbus address. These
assigned addresses can be viewed directly within the sensor settings interface, allowing users to easily
identify and reference each sensor’s Modbus address for integration. Users also have option to
customize the Modbus addresses according to their preferences.

¢ When checking the Modbus table, you may encounter the following status codes. These indicate the
current state of each sensor:

o 0-Offline: The sensor is not responding or is disconnected
o 2-0nline: The sensor is connected and functioning
o 3 -Safe: The sensor is operating normally within expected parameters
o 4 -Warning: The sensor has detected a value outside of the safe range
o 5-Down: The sensor has encountered a critical error or failure.

State Modbus Address 40001

State Modbus Address Size 1

Value Modbus Address 42001

Value Modbus Address Size 2
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9.1.2 Firmware Version C | SNMP

This firmware version supports SNMP industrial protocol, ideal for network management and monitoring,
enabling efficient control of devices within IT and industrial networks.

Device Info

Firmware Version

NGP-1.0.1-RC12C-C

Hardware Version 51

Device ID 821F12FFFE1A60AD
Serial SGW821F12FFFE1A60AD
MAC 80:1F:12:1A:60:AD
Firmware Build Date Apr 32025 19:38:50

Sensor Metric Counts

Current Device Time

Main Settings

Device Update Time
Certificates Vault

Webserver Ul

Maintenance Alert History

>
o
2
5
Q@

Industrial Protocols

Total Online Free
64 1 63

FriJan 02 1970 04:34

Network ICMP
Upgrade

Legal
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SNMP x

SNMP V2C Communities 1

SNMP Community access a

SNMP V2C Community Name

SNMP V2C Communities 2

SNMP Community access

o

SNMP V2C Community Name

SNMP V2C Communities 3

SNMP Community access

«

SNMP V2C Community Name

SNMP Agent
SNMP Agent Enabled Disabled ¢
SNMP Agent Port 161 °

SNMP Agent Version v2C a

SNMP Users 1

SNMP V3 Username

SNMP Community access

o«

SNMP User Authentication

SNMP V3 User Authentication NONE s
SNMP User Authentication Key (Text) pe

SNMP User Privacy

SNMP V3 User Privacy NONE :
SNMP v3 User privacy key e

SNMP Traps 1

SNMP Trap Alert Disabled B
Server

SNMP Trap Receiver Port 162 <
SNMP Trap Version v2ce &
SNMP Trap User or Community

SNMP Traps 2

SNMP Trap Alert Disabled B
Server

SNMP Trap Receiver Port 162 <
SNMP Trap Version v2e +
SNMP Trap User or Community
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e SNMPV2C

SNMP V2C can be configured with community strings, typically set as “public” or “private”.
Each SNMP Community access can be assigned a specific access level:

= RO (Read Only): View data only
= WO (Write Only): Send commands without reading data
= RW (Read and Write): Full access to both view and modify data

The SNMP community name and access level should be set according to the user’s monitoring and
control requirements.

SNMP V2C Communities 1

SNMP Community access

SNMP V2C Community Name

SNMP V2C Communities 2

SNMP Community access

SNMP V2C Community Name

SNMP V2C Communities 3
SNMP Community access

SNMP V2C Community Name

e SNMP Agent

This is where you can enable the SNMP integration, set the port and choose which SNMP version
you want to use.

SNMP Agent

SNMP Agent Enabled Disabled v
SNMP Agent Port 161

SNMP Agent Version va2Cc v
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e SNMPUsers1/2/3

This is settings for SNMP V3, you may configure up to 3 separate SNMP V3 credentials. You can
configure up to three separate SNMPv3 user profiles, each with its own credentials and access
permissions.

o SNMP Users
o SNMPv3 Username
o SNMP Community Access: Define the access level (e.g.; read-only or read/write) for
this user
o SNMP User Authentication
o SNMPv3 User Authentication: Choose the authentication method. This ensures that
only authorized users can access SNMP data.
o SNMP User Authentication Key (text): Enter the password used for authentication.
o SNMP User Privacy
o SNMPv3 User Privacy: Select the encryption method to protect SNMP data during
transmission.
o SNMPv3 User Privacy Key: Enter the password used for encrypting SNMP messages.

SNMP V3 Username

SNMP Community access a

SNMP User Authentication

SNMP V3 User Authentication NONE

<«

SNMP User Authentication Key (Text)

SNMP User Privacy

SNMP V3 User Privacy NONE

«

SNMP v3 User privacy key
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SNMP V3 Username

SNMP Community access

SNMP User Authentication

SNMP V3 User Authentication NONE
SNMP User Authentication Key (Text) o
SNMP User Privacy

SNMP V3 User Privacy NONE
SNMP v3 User privacy key .
SNMP V3 Username

SNMP Community access

SNMP User Authentication

SNMP V3 User Authentication NONE
SNMP User Authentication Key (Text) oo
SNMP User Privacy

SNMP V3 User Privacy NONE
SNMP v3 User privacy key o
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e SNMP Trap

This is where you can enable the SNMP Trap alert, set the SNMP Trap receiver port and choose
which SNMP Trap version you want to use by clicking the dropdown.

SNMP Traps 1

SNMP Trap Alert Disabled

«

Server

SNMP Trap Receiver Port 162

SNMP Trap Version

vac :
SNMP Trap User or Community
SNMP Traps 2
SNMP Trap Alert Disabled N
Server
SNMP Trap Receiver Port 162
SNMP Trap Version V2C
SNMP Trap User or Community

Close

Important Note:

This section is critical, as the users must enter their preferred community user name that they want
since they have 3 options that they can use. Failure to set this will prevent their traps from working.

e Download MIB

The ‘Download MIB’ option allows user to obtain the MIB file for their device and downloading the
MIB is require to see the sensors value.

Please note that an MIB file is required for your SNMP software to access and display the sensor
readings.
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9.1.3 Firmware Version D | Modbus TCP & MQTT
This Firmware Version D offers two options: Modbus TCP and MQTT industrial protocols. This version is

designed for flexibility, supporting reliable communication for industrial systems (Modbus TCP) and
lightweight, efficient messaging for loT and remote monitoring applications (MQTT).

Device Info

Firmware Version NGP-1.0.1-RC12C-D
Hardware Version 51
Device ID 821F12FFFE1A60AD
Serial SGW821F12FFFE1A60AD
MAC 80:1F:12:1A:60:AD
Firmware Build Date Apr 32025 19:38:50
Sensor Metric Counts Total  Online  Free
64 1 63
Current Device Time FriJan 02 1970 04:34
Main Settings

Update Time

Network ICMP
Upgrade

Webserver Ul Certificates Vault

Maintenance

Alert History

Alerting

Industrial Protocols

Modbus TCP MQTT

9.1.3.1 Modbus TCP

This option allows the users to enable or disable Modbus functionality. For more detailed on Modbus TCP,
please refer to Section 9.1.1.
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(A)

(B)

(©)

(D)

(E)

(F)

9132 MQTT

This section is where you can navigate and configure the MQTT, click on the 'Edit' button to enable the

configuration fields.

MQTT

MQTT Client

Disabled

«

MQTT Server -

Server
MQTT Server Port
MQTT Version

MQTT Protocol

1883

311

TCP

«

“«

MQTT Client Authentication
MQTT Client Username

MQTT Client Password

MQTT Vault

<«

MQTT Publish Settings -
MQTT Publish Topic

Publish Interval

MQTT Will Message

SGW

60

offline

MQTT Connection Settings

Timeout
Keep Alive

Keep Connected after Transaction

20

3600

Disabled

“«

MQTT Subscribe Settings -
MQTT Subscribe Topic

SGW_5610ECFFFED68D95

1. MQTT Client

This is where you can toggle your MQTT Client settings between ‘Disabled’ and ‘Enabled’.

2. MQTT Server

This section is where you can enter your Server, edit your MQTT Server Port, choose your MQTT

version, and the MQTT Protocol (TCP, TLS, TLS_CERT).

Note: When selecting “TLS CERT”, users must first upload a certificate to the Certificates Vault.
The TLS CERT selection will be pulled from the Certificates Vault - failure to upload a certificate
beforehand will result in no available options.

3. MQTT Client Authentication

This is the section where you can set your Username, password, and the MQTT Vault. Please note
that these options are greyed out and can only be edited if the MQTT protocol is set to TCP.
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4. MQTT Publish Settings
This is where you can enter or input your MQTT Publish Topic, which refers to the specific channel
or location to which a message is sent (published) by an MQTT client.
Publish Interval is a configurable parameter and depends on the specific requirements of the
application. MQTT will message is a feature that allows a client to specify a message that will be
sent by the broker if the client unexpectedly disconnects.

5. MQTT Connection Settings
Configure up to two receivers for SNMP traps. When setting up traps, ensure careful consideration
of the receiver ports, and verify that the time on BASE-UNITs is synchronized

6. MQTT Subscribe Settings
Configure up to two receivers for SNMP traps. When setting up traps, ensure careful consideration
of the receiver ports, and verify that the time on BASE-UNIT is synchronized

Once you have input the necessary details for each configuration, simply click on 'Save’ and a banner will show
‘Successfully Saved!’ at the bottom part of the screen . Reboot the Base Unit via the maintenance page or reset
button to apply all the changes.

When the settings and certificates applies. We can also verify it with the MQTT broker. The image below shows
a sample payload.

$schema: *./mgtt/schema"
v payload:
v SgQw:
id: "628A10FFFE7322EF"
hw_rev: "5.1"
fw_ver: This is where you can find the firmware version
site_id:
tstamp: 21130
v nodes:
v Q:
id: 0
name: "Temperature 1"
location: e
value: 27.625
v 1:
id: 8192
name: "Input 40"
location:
value: "OK"
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9.2 Hardware Version 6

For Hardware Version 6, we provide a variety of industrial protocols tailored to the specific base Unit you
are using or require.

9.2.1 BASE-6| SNMP, Modbus TCP, and MQTT

BASE-6 supports SNMP, Modbus TCP and MQTT, offering robust and efficient communication options for
various industrial and IT environments.

Device Info

Firmware Version NGP-1.0.0-RC11
Hardware Version 6.1
Device ID 9E956EFFFE680DCY
Serial BASE6-202412199E956EFFFE680DCY
MAC 9C:95:6E:68:0C:21
Firmware Build Date Apr 42025 18:35:53
Sensor Metric Counts Total ~ Online  Free
254 9 245
Current Device Time Wed Apr 16 2025 02:18
Main Settings

Update Time Network

Upgrade

Webserver Ul Certificates Vault
Alert History Sensor Data

Alerting

Industrial Protocols

A
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9.21.1 SNMP

Ideal for network management, allowing seamless monitoring and control of devices. For more detailed
information about SNMP please refer to Section 9.1.2.

9.2.1.2 Modbus TCP

This option allows the users to enable or disable Modbus functionality. For more detailed on Modbus TCP,
please refer to Section 9.1.1.

9213 MQTT

For comprehensive guide on Modbus TCP, please refer to Section 9.1.3.2.
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9.2.2 BASE-SM-6 | SNMP, Modbus TCP, MQTT and Modbus RTU

BASE-SM-6 includes support for SNMP, Modbus TCP, MQTT and Modbus RTU, providing flexibility and
compatibility for a wide range of applications, from traditional industrial setups to advanced loT
integrations. The BASE-SM-6 is serving as the foundational unit for our entire SwitchMon sensor solution
lineup and is equipped with 1 relay offering basic control functionality.

Device Info

Firmware Version NGP-1.0.1
Hardware Version 6.1
Device ID 9E956EFFFE680C21
Serial BASE6-SM202501069E956EFFFE680C21
MAC 9C:95:6E:68:0C:21
Firmware Build Date Apr 42025 18:35:53
Sensor Metric Counts Total ~ Online  Free
254 9 245
Current Device Time Wed Apr 16 2025 02:18

Main Settings

m . pdate o
Webserver Ul Certificates Vault
= HIStory

Alerting

Industrial Protocols

Network ICMP

Firewall

Upgrade

Sensor Data Legal

A

9.22.1 SNMP

Ideal for network management, allowing seamless monitoring and control of devices. For more detailed
information about SNMP please refer to Section 9.1.2.

9.22.2 Modbus TCP

This option allows the users to enable or disable Modbus functionality. For more detailed on Modbus TCP,
please refer to Section 9.1.1.
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9223 MQTT

For comprehensive guide on Modbus TCP, please refer to Section 9.1.3.2.

9.2.24 ModbusRTU

Supports legacy serial communications, widely used in traditional industrial systems.

Modbus Port 1

Modbus
Slave ID
Baudrate
Stop bits
Parity

Read-only

Modbus Port 2

Modbus
Slave ID
Baudrate
Stop bits
Parity

Read-only

Disabled

1

19200

1

EVEN

Enabled

Disabled

1

19200

1

EVEN

Enabled

«

«

«

Close

To enable the Modbus and configure the settings, begin by clicking the Modbus dropdown menu to activate
or enable the functionality. Please note that this window is in read-only mode, so you must click the Edit
button to modify any settings.

Once in edit mode, configure the following based on your parameters. Slave ID which is the unique
identification number of your device for communication with the master; Baud Rate, with multiple options
by default setting it is set to 19200, but you can configure it based on your requirement; Stop Bits, where
you can select either 1 or 2 based on your systems requirements; and Parity, choosing between Odd or Even
to match the master device’s configuration.

After making the necessary adjustments, ensure you save the settings to enable communication with the
master device.
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9.2.3 BASE-PI-6 | SNMP, Modbus TCP, MQTT and Modbus RTU

BASE-PI-6 extends support to SNMP, Modbus TCP, MQTT and Modbus RTU, making it versatile for both
modern networked systems and legacy serial communications. The BASE-PI-6 is an updated version of the
Base Unit that includes new built-in features, such as RS485 on a terminal block with 3 relay output.

Device Info

Firmware Version

NGP-1.0.0-RC11

Hardware Version 6.1

Device ID 9E956EFFFE680DCY

Serial BASE6- Pl 202412199E956EFFFE680DCY
MAC 9C:95:6E:68:0C:21

Firmware Build Date Apr 42025 18:35:53

Sensor Metric Counts Total Online Free
254 9 245
Current Device Time Wed Apr 16 2025 02:18

Main Settings

Update o

Webserver Ul Certificates Vault
o HiStory

Alerting

Network

Upgrade

Sensor Data

Industrial Protocols
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9231 SNMP

Ideal for network management, allowing seamless monitoring and control of devices. For more detailed
information about SNMP please refer to Section 9.1.2.

9.2.3.2 Modbus TCP

This option allows the users to enable or disable Modbus functionality. For more detailed on Modbus TCP,
please refer to Section 9.1.1.

9233 MAQTT

For comprehensive guide on Modbus TCP, please refer to Section 9.1.3.2.

9.2.3.4 ModbusRTU

Supports legacy serial communications, widely use in traditional industrial systems. For more details about
Modbus RTU please refer to section 9.2.2.4
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10 Ul Files

By default, the web GUI is hosted by InfraSensing. However, customers have the option to host the user
interface (Ul) files using their own server.

To accomplish this, you need to access this: |P address of your base unit/config/internal

@ 192. /config/internal

And you will be routed to this page, wherein you can modify the web.javascript_url using your own server.
Please see image below for reference:

G
+
@)

eoe M - (< 192.168.9.3

Internal configuration

webui.javascript_url: https:/dev.infrasensing.live

device.port.count: 1
device.probe.count: 11
device.node.count: a4

Submit

Disclaimer

If the Ul doesn’t load, simply refresh the page. This might occur because the Ul files are stored on an external
server, and there could be a potential network issue affecting the connection.

When accessing the web Ul internet is required as it fetches resources online. However the base unit itself
doesn’t required internet connection to work. Meaning if you already integrated or perform any integration,
it will work normally.
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11 Factory Reset

Afactory reset is typically performed when the firmware fails to load or function properly. This process
restores the device to its original factory firmware.

11.1 Version5

How to Perform a Factory Reset

Remove the external sensor probe.

Remove the power adapter or PoE powered network cable.

Push the Reset button.

While the Reset button is pushed, plug in the power adapter or PoE powered network cable.

Hold it for 15 seconds before releasing it. The yellow LED should be blinking fast.

Wait until the yellow LED is not blinking fast anymore.

On the LED display, the Base Unit will reboot. After a few seconds both Green & Yellow LED’s

should be flashing slowly.

While the PoE or power adapter is plugged in, push the Reset button.

Hold it for 15 seconds before releasing it.

0. On the LED display, the Base Unit will reboot. After a few seconds both Green & Yellow LED’s
should be flashing slowly.

11. The base unit will reset and it will go back to the default home page where they will upload the

latest firmware they have.

12. Reconnect to the Base Unit’s web interface at http://192.168.11.160 If you are unable to

connect on that IP address then lookup the IP address of the device either from your DHCP

server or using the Sensor Discovery Tool - https://infrasensing.com/support/downloads.asp

NoubhowodbdR

= o ®
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11.2 Version6

How to Perform a Factory Reset
1. Power off the Base Unit - Ensure that the base unit is unplugged or turned off before proceeding.

2. Initiate the Reset Process - Press and hold the reset button on the base unit. While holding the reset
button, power on the device. Note: Ensure to press and hold the reset button until the message
“Loading Factory Firmware” appears on the OLED display.

3. Wait for the Firmware Restoration - The display will show “BOOTLOADER”, followed by “CHECKING
CURRENT”, “LOADING FACTORY FIRMWARE”. Once the third image below appears, you can safely
release the reset button.

4. Completion - Once “LOADING FACTORY FIRMWARE” appears on the OLED display, the factory reset
is complete.

The base unit is now successfully restored to its original factory firmware.

New Generation Platform User Manual v_2 65



12 Sensor Calibration

With FW10, you can now directly calibrate specific sensors with ease. Unlike older versions where calibration
required multiple steps, FW10 allows you to simply adjust the Offset and Gain settings for each sensor.

In order to access this settings, simply click on the Edit button located next to the sensor where you wish to
apply this option under Live Sensor Data and a pop window will appear wherein you can see all the threshold
and settings that you can configure, at the very bottom of the pop up window you can find the Calibration
settings.

Calibration
Offset 0
Gain 1

Once you have completed all the desired adjustments, click the 'Save' button to apply the changes. A green
banner will appear, confirming with the message 'Successfully Saved'.

13 Limitations
With the firmware 10, please note that certain sensors are not yet supported:

ADDON-LTE
ENV-CORROSION
ENV-LHD
ENV-LEAK-OPTICAL
ENV-WLEAK-LOC
IND-0TO10
IND-4TO20
R-EGD-PANEL
R-GAS-FLAMMABLE
SEC-TILT
THIMG-XXX
DAISY-STARTER

Additionally, ensure that only .FULL firmware files are used for upgrades for v6 and .BIN for v5.
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14 Legal

The Legal Notices section provides important legal information related to the firmware, including intellectual
property rights, licensing terms, disclaimers, and usage limitations. It outlines the legal framework under which
the firmware is distributed and used, protecting both the developer/manufacturer and the end user.

Main Settings

Device

Update Time Network

Webserver Ul

Certificates Vault Upgrade
Maintenance Alert History

Legal Notices
This hardware and firmware are copyrighted by InfraSensing BV.
Manufactured under license by InfraSensing BV.

ServersCheck and InfraSensing are registered trademarks by Alpinco BV.
All other product names, logos, and brands are property of their respective owners

All code on this device is, unless otherwise specified in source files, copyrighted by InfraSensing BV and other parties. BV.
Unauthorized use is an infringement of copyrights, trademarks, or proprietary rights.

Close
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